MAMSITKA }
JUIS OBYYAIOINUXCS OB MHPOPMAIIMOHHOM BE30OIACHOCTH
JNETEN

HEJIb341!

1. Bcem mozipsi cooO1IaTh CBOO YacTHYIO HHGOpMAIHIO (HacTosmue uMs, pamuimio, TenedoH,
ajipec, HOMep MIKOJIbI, a TaKkke (hoTorpaduu CBOH, CBOSH CEMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DailsIbl SJIEKTPOHHON MOYTHI, KOT /1A HE 3HACIIb OTIPABUTEIIS;

3. I'pyOuTth, npuanpaThcs, OKa3bIBaTh JaBJICHUE (TPOJIUTH) — BECTH ce€0s1 HEBEXKIUBO U
arpeccuBHO;

4. He pacmiopspkaiicst JeHbraMu TBOCH CeMbH 0€3 pa3peleHnst CTapIIuX - BCETa CIIpalInBaii
poIuTENEH;

5. He Bcrpeuaiics ¢ IHTepHET-3HaKOMBIMU B PEAIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIbIM,
KOTOPOMY JI0BEpsICIb.

OCTOPOXKHO!

1. He Bce numryt npasay. Yutaems o cebe HerpaBay B HTepHeTe — coo011u 00 3TOM CBOUM
POAMTEIISAM W OTIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIU M10/IBOXA;
3. He3akoHHoe konrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sbiBaii B3pOCibIM O Mpo0sieMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Ucnonp3yil HacTpolKu 0€301aCHOCTU M MPUBATHOCTH, YTOOBI HE MTOTEPSATH CBOM aKKAyHTHI B
COLICETSAX U IPYIHX NOpTasax.

MOKHO!

1. VBaxail Ipyrux noJbp30BaTelIei;

2. Ilonp3yenibess MTHTEPHET-UCTOYHUKOM - JIEJIall CCBUIKY HA HETO;
3. OTKpbIBall TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0maTbcs 3a TOMOIIBIO B3POCIIBIM - POJAUTEINN, OTICKYHBI U a]IMUHUCTpAITUs CAWTOB BCETAa
IIOMOT'YT;

5. Ilpoitnn o6yuenune Ha caiite «CeTeBUUOK» U MOTYUH MACIOPT HUPPOBOTO IpakIaHHA!

[Tucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184
O HampaBieHUH HHPOPMALIUU

© Marepuan uz CnpaBouHoit cuctemMbl «O0pa3zoBaHue.
[MoapoGwuee: http://vip.lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0
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NHOPOPMALIMOHHAS ITAMATKA JUISA OBYYAIOIIIUXCA

C Kax/1bIM I'0ZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbIIIE, a IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesnel Pynera. Mexay Tem, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U MpobeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e301acHo
HaxXOJUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISIETCA CLIOCOOHOCTH K pa3MHOKEHHIO. B omoHeHne K 3Tomy,
BUPYCBI MOT'YT ITOBPEUTH WIH NOJHOCTHIO YHUUTOXKHUTH BCe (ailibl U JaHHbIE,
IIOJIKOHTPOJIbHBIE TI0JIB30BATEIN0, OT UMEHU KOTOPOTro Obla 3amylleHa 3apakEHHas Iporpamma,
a TaK)Ke MOBPEIUTh WM AaXKe YHUUTOXHUTh ONEPallMOHHYIO CHCTEMY CO BceMH (paiiiamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnionb3yil coBpeMeHHbIE ONEPAlMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHB 3aIUTHI
OT BPEJIOHOCHBIX IIPOTPaMM;

2. IlocTtosiHHO ycTaHaB/IMBal nauTy (U(POBbIE 3aMJIaATKU, KOTOPbIE aBTOMATUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOrpaMMbl) U Jpyrue 0OHOBIIEHUS CBOEH onepariioHHON
cuctembl. CkauuBai uX TOJBKO ¢ ounuaibHoro caiita pazpadborunka OC. Eciu cymectByeT
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IO/ ITpaBaMH M0JIb30BaTENs, a HE aAMMHHUCTpATOpa. JDTO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIEHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMHBIE ITPOIYKThI U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY AJIA IOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OPMALINY, TaKUe Kak (iemika, JUCK Win (aidia u3
UHTEPHETA, TOJILKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTKphIBail KOMIbIOTEpHBIE (Daiiiibl, MOTyYSHHBIE U3 HEHaIEKHBIX UCTOUHUKOB. [laxe Te
¢aiinbl, KOTOpbIE MPUCIa TBOW 3HAKOMBIH. Jlydllie yTouHH y Hero, OTIpaBJIsl JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepeiaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B 1991
rojay HUAepIaHACKas kommnaHus 3apeructpuposaia opens « WECA», uro 0603Ha4amo
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoaAUTCS Kak «OecIpOBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3BykoBo# TexHuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAsE TOYHOCTbY.



Ja, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U adporopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTepHET. HO MHOIME 3KCIepThl CUUTAIOT, 4TO 001ie1ocTynHble Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMMU.

Cosertsl 110 Oe30macHoOCTH pabore B 001Iea0CcTynHbIX ceTsx Wi-fi:

1. He nepenaBaii cBoto muuHyro uHpopMaluio yepes oomenoctymubie Wi-Fi cetu. Paboras B
HHX, KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTMHBI U KaKHe-TO HOMEPa,;

2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMBI B OpanaMayep. TeM caMbIM Th
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnosnp3oBanuu Wi-Fi orkmroun ¢pyHkimoo «O0muit 1ocTyn K daidiaM 1 IpuHTEpaM».
JannHast QyHKIHS 3aKphITa 10 YMOJTYAHUIO, OJTHAKO HEKOTOPHIE MOIh30BATEIIN aKTUBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnonssyit myonuunsiii WI-FI nns nepegaun AMuHbIX JaHHBIX, HAIPUMEP IS BBIXOJIA B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Unonw3yit Tonbko 3amuiieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B moObunsHOM Tenedone oTkimoun ¢yHkuuio «llonkmouenne k Wi-Fi aBromarndeckn». He
JIONYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHUs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacusi.

ConuanbHble CETU

CouuanbHbIE CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIM PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIHAp/ YENIOBEK, YTO SIBISIETCS OJHOMN
CeZIbMOM BCeX JKUTENEeH TIaHeThl. MHOTHE MOIh30BaTeu HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIleHHas MU B COIIMATBHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIOB30BaHA K€M YTOJTHO, B
TOM YHCIIe HE 00s13aTebHO ¢ OJIaruMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb CIMCOK Apy3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYJailHBIX W HE3HAKOMBIX
JIIOEH;

2. 3amuiaii cBOIO 4acTHYIO *ku3Hb. He yka3biBail mapounu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYIO0 HHPOPMALIKIO. 370YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh e
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IPOBECTU KAHUKYJIbI;

3. 3amminaii CBOO peryTaIuio - IEP>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpocC: XOTe ObI ThI,
4TOOBI APYyrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymai, mpexae 4emM 4To-To
OITyOJINKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEaJbHOE UMS U
JIPYTYIO JTHYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObI U MpoUee;

5. N36eraii pazmemenus Gororpaduii B IaTepHeTe, r/1e Thl N300pa)keH Ha MECTHOCTH, 110
KOTOPOW MO>KHO OIPENCTUTH TBOE MECTOIOIOKEHNUE;



6. [Ipu peructpanuu B CONMATBLHOU CETH HEOOXOAMMO UCTIOIB30BaTh CIIOKHBIE ITAPOITH,
cocrosiue u3 OykB ¥ IUQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. s counaabHOM CETH, MOYTHI U JPYTUX CAMTOB HEOOXOIMMO UCIIOJIB30BaTh Pa3HbIE MapOJIH.
Torma ecnu T€0s1 B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TIOTy4YaT JOCTYI TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

:‘)J'IeKTpOHHBIG JACHbI'

DJEeKTPOHHBIE JICHBI'M — 3TO OYEHb YJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JI€HBIH.

:‘)J'IeKTPOHHBIe JACHBbI' ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IMOP HEC NPOIKCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHn (yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcs MpOBOIUTH oneparuu 0e3 naeHTU()UKAUH TT0JIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTU(UKALIMYU 110JIb30BaTENs SABIAETCS 00s3aTeabHOM.

Taxxke cinenyeT pa3niuyarhb 31€KTPOHHbIE (PUATHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY1APCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMU:

1. ITpuBsixu Kk cyeTy MOOMIBHBIN TenedoH. ITo camMblil yA0OHBIHM 1 OBICTPBII C11OCO0
BOCCTaHOBHUTH JIOCTYI K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, ecii 3a0yAeb CBOI
IUTATEXHBIA MapOoJIb WK 3aii/ienIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonw3y#t ogHOpa3oBbie mapoiu. [locne nepexoa Ha YCHIICHHYIO aBTOPHU3alIUIO Te0e yKe
He Oy/IeT yrpoXaTh OMAaCHOCTh Kpa)XH UITU TMepexBarta MIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIi mapons. [IpectynHukam Oyner He MPOCTO YraaTh CIOKHBINA MapOJib.
Hanexubie maponu — 3T0 mapoiiv, KOTOpPhIE CoJiepKaT HE MEHEe 8 3HAKOB U BKIIFOYAIOT B CeOs
CTPOYHBIE U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKIHIATENbHBIN 3HaK U T.. Hanmpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE J0BEPSCIIb.
OneKTpOHHAas NOHTA

DNEKTPOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACTIPEAETSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SAIIMK BBITJISIIUT CIEIYIOIUM 00pa3oMm:
uMs_TI0Jb30BaTeNss(@umMs_oMeHa. Takke Kpome rnepeaadu IpocToro TeKCTa, UMEeTcs
BO3MOKHOCTb IlepeiaBaTh (paiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:
1. Hamo BeIOpaTh paBUIIBHBIN MOYTOBBINA cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD

6GCHHaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYUIIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HCpBBIfI B
pEUTHHTE;



2. He yka3biBaii B TMYHOM MoYTe JIMYHYIO HH(popMmaruio. Hanpumep, ryurie BEIOpaTh
«MY3BIKaTbHBIN (paHaT@» i «pok2013» BMecTo «remal3y;

3. Mcnonb3yit ABYX3TaNHYI0 aBTOPU3AIHI0. DTO KOT[a TIOMUMO Taposis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Boibepu ciioxkHBIN TTaposib. I Ka)KI0ro MOYTOBOTO SIUKA JOKEH OBITh CBOM HAJICKHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Ecnu ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MO>KHOCTB;

6. Mcnosib3yi HECKOJIBKO MOYTOBBIX SIITUKOB. [IepBbIi 17151 4aCTHOM MEPENHUCKU C aJipecaTamu,
KOTOPBIM ThI IOBEPSICIIb. ITO JIEKTPOHHBIN aJipec HE HA/I0 MCIIOJIH30BaTh MIPU PETUCTPAIIUN Ha

dopymax u caiitax;

7. He oTkpsbiBaii (aiinel v Apyrue BIOKEHHUS B MUCbMAaX Ja)Ke €CIIM OHU MPHIILIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. [Tocne okoHUaHMs pabOTHI HA IOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0y1p HaXaTh HA «BBIATIY.

KuGepOyiuHT i BUPTYaIbHOE U3IEBATEIHCTBO

KubepOymiHr — npeciefoBaHue COOOMICHUSME, COACPIKAIUMHU OCKOPOJICHUS, arpecCHio,
3alyruBaHKe; XyJIUTaHCTBO; COIIMaIbHOE OOMKOTUPOBAHKE C TOMOIIBIO PA3INYHbIX UHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 00if. JIyummii cioco0: mocoBeToBaThesl Kak ceOs BECTH U, €CIM HET TOTro, K
KOMY MOXHO OOpaTHTBCS, TO BHaYalle YCIIOKOUTHCS. ECITU ThI HAYHENTh OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. YopaBnsii cBoei kubeppernyrainuei;

3. AHOHUMHOCTE B CETH MHHMas. CYHICCTBYIOT CHOCOOEI BBISICHHUTBH, KTO CTOUT 34 aHOHUMHBIM
AKKAYHTOM;,

4. He crout BecTH XyIUraHCKHI 00pa3 BUPTYalbHOM *u3HU. IHTepHET (PUKCUpPYeET BCE TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. Coluroaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Irnopupyii eanHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUllle
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcs Ha Ha4aabHOUW CTaauH;

7. Ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBUzeTens KnbepOyuiMHra. TBOU AEHCTBUS: BBICTYIUTH IIPOTHUB MpeCie10BaTels,
IIOKa3aTh €My, 4TO €T0 IEHCTBUS OLICHUBAIOTCS HETaTUBHO, IOIEPKATh )KEPTBY, KOTOPOU



HYXHa [ICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TOBEACHHUS B
CETH.

MoOwibHbBIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U IJTAHIIETHI COACPKAT B ceO€ BITOJIHE B3POCIbIA ()YHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBAThH CO CTAIIMOHAPHBIMU KOMITbIoTepamu. OJHAKO, CPENICTB
3alIMTHI JUI TOJIOOHBIX YCTPOHCTB MOKA OYeHb Masio. TecTUpOBaHHE U MOUCK YSI3BUMOCTEH B
HUX MPOUCXOUT HE TaK MHTEHCUBHO, Kak 1 [1K, To ke camoe kacaeTrcs 1 MOOUITBHBIX

MIPUITOKEHU .

CoBpeMeHHBIE MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacumupenue QpyHKIMOHAA BIeYeT 3a OO0 OOJBIIYIO CIOXKHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TeneoHa:

1. Huuero He saBiseTcs MMOo-HaCTOAIEMY OecIuIaTHBIM. By,[[b OCTOPOXKCH, BEIb KOI'la TeOe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKUC-TO IIJIATHBIC YCIIYTH,

2. ymaii, mpexJie ueM oTnpaBuTh SMS, ¢oto nim Buaeo. Tel TOYHO 3HACIIB, I71€ OHU OYAYT B
KOHEYHOM HuTOre?

3. Heo6xo1umMo 0OHOBIIATH ONEPallMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMBI JIJIsl MOOMIIBHBIX TENEe()OHOB;

5. He 3arpy:ail npuiaoKeHus: OT HEU3BECTHOTO UCTOYHHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeYeHuE;

6. [Tocne Toro Kak ThI BBIAENIb C CaifTa, T/ie BBOAMII JIHUHYIO HHPOPMAIINIO, 3aiiI1 B HACTPONKHU
Opaysepa u ynanu cookies;

7. HepI/IOI[I/ILICCKI/I HpOBCprﬁ KaKHC IVIATHBIC YCIIYT'M aKTUBUPOBAHBI HA TBOEM HOMCPE;

8. JlaBaii cBOI1 HOMEp MOOHILHOTO TenedOHA TOIBKO JFOASIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSIEIIIb;

9. Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl UM HE MOJb3yenibes. He 3a0biBait mHOT 1A
MIPOBEPSTH 3TO.

Online urpsl

COBpeMeHHHe OHHafIH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIHUE PA3BICYCHM, O6T)GJII/IH$II-OIIII/I6
COTHH TBICAY YCIIOBCK 11O BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT ,[[aHHBIfI UM MUp, 06H_[3.IOTCH Apyr C
APYrom, BBITTIOJIHAIOT 3aJaHus, CPAKAOTCA C MOHCTpaMHU U IMOJIY4YarOT OIIBIT. 3a YAOBOJIBCTBUC
OHU IJIATAT: MMOKYIAT AUCK, OIIJIaYUBAIOT a0OHEMEHT WJIU npno6peTa10T KaKHEC-TO OIIIHH.



Bce a1u cpeacTBa uayT Ha MojepKaHUE U PA3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEpPILEHCTBYIOTCSI CUCTEMbI ABTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE MATYH (LU(PPOBBIE 3aIIATKU
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CToUuT OornacaTtbCia HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KpPaKHu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CHUCTEMaA aBTOpHU3allun OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst II0X0 MM co3aeT Te0e HEPHUIATHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UT'POKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM MI'PbI HA IJIOXO0E ITOBCACHUC 3TOI'0 UI'POKaA, KCJIATCIIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He ykaswiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UIPE;

5. He ycranaBnuBaii HeopuIIHaIbHbBIE TATYH U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE 1apOJIy;

7. Jaxxe BO BpeMsI MTPBI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [10Ka ThI UTpaenib, TBOM KOMIBIOTED
MOTYT 3apa3uTh.

DdumuHT UIn Kpa’xa JIMYHBIX JaHHBIX

OOBIYHOM Kpa>1<el71 JACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HE YIUBUIb, HO C pa3BUTUECM
I/IHTepHeT-TeXHOJ'IOFI/II\/'I 3JIOYMBIIIJICHHUKH MMEPEMECTUIINCE B UHTCPHET, U MPOAOJIKAIOT
3aHUMATBCS «JTFOOMMBIM)Y ACIJIOM.

Tak nosiB1ach HOBasi yrpo3a: HHTEpHET-MOLUICHHUYECTBA WK (DUIIMHT, TJIaBHAas 11eJIb KOTOPOTro
COCTOUT B MOJIy4€HUH KOH(UACHIUAIBHBIX JaHHbBIX MOJb30BaTeIel — JIOTHHOB U mapoJjei. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing — peiOHas noBis, password —
apoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciiu Tl oJj03peBaeliib, YTO TBOSI aHKETA ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIe, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonw3yit CiioxHbIe B pa3HbIe Mapoyid. TakuM 00pa3om, eciii TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B3110Mai, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
J00aBJICHBI y T€OS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIM U, BO3MOKHO, OT TBOET0 UMEHH Oy/IeT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CAMTHI;



5. Ycranosu HanexHbIi naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpsiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMaX Ja)Ke €CIM OHM MPULITHA OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

[{udposast penyranus

[udposas pemyTanus - 5T0 HETaTUBHAS WA O3UTUBHAS HH(OpPMAIIHS B CETH O Tebe.
Komnpomerupyromas nHGopmaius pazMelieHHas B UHTEPHETE MOKET CepbEe3HBIM 00pa3oM
OTpa3UThCs Ha TBOCH peanbHOM xu3HU. «L{udpoBas pemnyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘Ie6bI, TBOC (1)I/IH8.HCOBO€ ITOJIOKCHUC, 0COOEHHOCTH XapakTepa u
pacCcKasbl O OJIM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue nopoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOJIMKAIMK JTUYHON HH(pOpMaLuy B
WNHuTtepHeTe, HEe MOHUMAsT BO3MOYKHBIX TTOCIIEACTBUN. ThI 1ayke HE CMOKEIIb JOTaIaThCs O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux ¢ororpaduit u Ipyrue JeiCTBUS MOTYT HE HCUE3HYTh JIaxkKe
MOCJIE TOTO, KaK Thl X YJaIHIIb. Tbl HE 3HACIIL, KTO COXPAHWII 3Ty MH(POPMALIHIO, TI0TaJIa JIH
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Te0e
OKPYKAroIIIee JTIOAM, KOTOPhIC HAWIYT U YBHIAT 3T0. HaiiTn nH(OpMALINIO MHOTO JIET CITYCTS
CMOKET JIt000i1 - Kak U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MPUIUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaBaTh y ceds B 6J0re UM B COLIMAIbHOMN
CeTH;

2. B HacTpoiikax npo¢uis yCTAaHOBU OTPaHUYEHUS Ha POCMOTP TBOETO MPOPHIIS U €ro
COJIEP’KUMOT0, CIIENAN €ro TOJIBKO VISl IPYy3en»;

3. He pasmemnait u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-TH00 OCKOPOISATh WK
00MXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE ITKOJIFHUKU- aKTHBHBIE TI0JIB30BATENN IIU(PPOBOro MpocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTHMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH «MHTENIEKTYyalbHasi COOCTBEHHOCTh)» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUAM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MMPOJYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMHu, poTorpadusiMu, KHHOPHIbMaMH U
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPATYpPhl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B KAYECTBE TAPAHTHUH TOTO, YTO



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HAlpacHbIM, AaCT €My CIIpaBeIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPYy/a, OJIyUYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €r0 MPOU3BEICHNE, PACTIPOCTPAHSTH,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATh, IIyCKaTh B IIPOKAT, MyOIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHATD B 3Hpe WK pa3memaTs B IHTepHeTe.

Mcronb30BaHue «ITHUPATCKOTO» MPOrPAMMHOTO 00ECIIeYeHUsT MOXKET IPUBECTH K MHOTUM
pHCKaM: OT OTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO yCTPONCTBA, I'lle
YCTAaHOBJICHHBIH HE JierajbHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane
CereBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETH. 37IECh Thl MOXKEIIb Y3HATh O 0€30MTaCHOCTH B
CETH MOHSATHBIM U JOCTYITHBIM SI3bIKOM, a TIPU BOBHUKHOBEHUU KPUTUUYECKON CUTYaIlH

00paTHTHCS 32 COBETOM. A TaKKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMBIM ITU(POBBIM
rpax jaHuHOM !

[Tucemo MunoGprayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnennun uadopmarmm”



